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Abstract--Cloud computing has merged to be a now computing paradigm that lets public to access shared pool of resources 

without capital investment. The users of cloud need to access resources through Internet in pay per use fashion. Thus there is 

increased use of storage services of cloud in the real world. This service is known as Infrastructure as a Service (IaaS). However, 

there are security concerns as this service runs in entrusted environment. To ensure data integrity many public verification or 

auditing schemes came into existence. Nevertheless, there is a concern when the so called Third Party Auditor (TPA) has 

malicious intentions. In such cases, protection is required against malicious TPAs. Towards this end, recently, Huang et al. 

proposed a scheme in which users can directly check the integrity of stored data using a feedback based audit scheme. TPA takes 

process proof from cloud server and gives feedback to cloud user. The feedback is unforgivable and the TPA cannot make any 

malicious attacks. Based on this scheme, in this paper, we implemented a prototype application that demonstrates the proof of 

concept. The empirical results are encouraging.  

Index Terms – Cloud computing, storage security, public auditing, and protection from malicious TPA 

____________________________________________________________*****___________________________________________________ 

 
I. INTRODUCTION 

Cloud computing is the new computing model which 
provides on-demand access to computing resources in pay per 
use fashion. The cloud computing technology makes use of 
virtualization and parallel processing power of Graphical 
Processing Units (GPUs) in order to provide scalable services. 
Its services include Platform as a Service (PaaS), 
Infrastructure as a Service (IaaS) and Software as a Service 
(SaaS). There are many benefits of cloud computing as the 
system can provide plethora of services in affordable fashion. 
Users in all sectors started using cloud service in one way or 
other.  

 

Figure 1 – Illustrates the cloud service layers 

As can be seen in Figure 1, it is evident that the SaaS layer 
provides applications, data and presentation related services. 
The PaaS layer provides APIs for cloud application 
development, middleware and integration services. The IaaS 
layer on the other hand provides connectivity services, 
hardware and other facilities. These services are rendered on 
demand. It does mean that the cloud users need to subscribe 
for the services and pay as they use. Moreover, the cloud 
computing offers plethora of benefits that are realized in the 
form of cloud based applications like Drop Box, Google Docs 
and so on.  

Cloud computing has many deployment models. They 
include private cloud, public cloud and community cloud. The 
private cloud is the cloud infrastructure that is pertaining to a 
single organization. Only the users of that organization can use 
the cloud. Public cloud is the cloud that is accessible any 
organization or individual globally in pay per use fashion. 
Community cloud is the cloud that is made by multiple 
organizations. These organizations only can access such cloud. 
There is one more deployment model which is the 
combination of two or more models. It is known as hybrid 
cloud. Hybrid cloud is very useful. For instance, the 
combination of private cloud and public cloud can be called as 
hybrid cloud. The private cloud can exhaust in resources and 
then it can access public cloud for scalability and business 
continuity. This way plenty of benefits are possible with 
hybrid cloud besides providing scalable and reliable services 
to cloud consumers.  

In this context, the users of cloud outsource their data to it. 
However, there are many security concerns as the cloud 
servers are untrusted. For this reason many researchers 
contributed to develop some sort of auditing mechanism that 
ensures that the data stored in cloud is safe and the integrity of 
data is preserved. Most of the mechanisms enable a Third 
Party Auditor (TPA) who can involve in auditing. However, 
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there might be scenarios in which the TPA might behave 
malicious. Therefore there is need for protecting cloud users 
from such malicious TPAs. Towards this end, Waung et al. 
proposed a scheme that makes use of feedback and 
aggregation of feedback in such a way that the TPA can not 
involve in malicious attacks. This is because the data owner 
himself can verify the integrity of data from time to time with 
the help of the feedback obtained from TPA. The feedback is 
unforgeable and the cloud computing mechanism is safe in this 
context. In this paper we implement this approach and built a 
prototype application that demonstrates the proof of concept. 
The empirical results are encouraging.  

Our contributions in this paper are described here. First of 
all we investigate into the TPAs and the vulnerabilities of the 
cloud storage services when TPA turns into malicious. Then 
we implemented a prototype application that demonstrates the 
mechanism explored in [25] in order to prove the concept of 
protecting cloud users from malicious TPAs. The remainder of 
the paper is structured as follows. Section 2 reviews literature 
on TPA and the issues with TPA. The section 3 presents the 
proposed system. Section 4 presents the experimental results 
while section 5 concludes the paper and provides 
recommendations for future work. 

II. RELATED WORK 

This section provides review of literature on cloud storage 
related issues. When cloud users outsource data, they do not 
have physical possession of data. Therefore it is imperative 
that there should be fool proof security. However, in the wake 
of reports on attacks in 2011, cloud users are worried about the 
security of outsourced data [4]. This kind of problem is 
highlighted in many research papers such as [20], [18], [21], 
19], and [15]. Some researchers introduced distributed 
protocols that are used to protect the outsourced data. These 
protocols were explored in [27], [26], [25] and [22]. Remote 
integrity checking with public verifiability is explored in [23], 
[14] and [13].  

The data integrity verification protocols were required in 
order to protect data from malicious changes in the cloud 
servers. Towards this end many protocols or techniques came 
into existence. Third party auditing has been around for many 
years besides provable data possession where the data integrity 
is given high importance. Privacy preserving public auditing 
concept was first introduced by Wang et al. [13]. All the TPA 
schemes that came into existence in the literature assume that 
the TPA is trustworthy. However, in [28] Xu, for the first time, 
used a protocol that can audit TPA. This mechanism also 
defends collude and frame attacks with improved performance 
in protecting outsourced data.  Recently in [25] the TPA itself 
is considered to be a threat to the security of outsourced data. 
Towards this end a novel technique was proposed to safeguard 
the interests of cloud users who outsource their data to cloud. 
In this paper we implement a prototype application that 
demonstrates the proof of concept of protecting cloud users 
from third party auditors.  

 
III. PROPOSED SYSTEM 

The proposed system is the implementation of the 
approach explored in [25] The proposed prototype application 
has different modules that takes care of data integrity in cloud 
computing. The data dynamics module takes care of insert, 

update, and delete operations on cloud. These operations allow 
the cloud user to maintain his data from time to time and 
ensure that the data is not stale. By supporting various 
operations on the outsourced data, the application ensures that 
the cloud users are able to perform all operation on their data 
besides securing the data that is being stored in clod 
infrastructure in a remote place.  

 

Figure 2 – Modules in the proposed system 

As seen in Figure 2, it is evident that the audit plan module 
is responsible to have audit plan which will help the receive 
server to give feedback accordingly. The audit plan is given by 
users. The auditing module is responsible to perform third 
party auditing that is a kind of public auditing which will 
ensure that the data integrity prevails. If not, it gives 
appropriate messages. The feedback module is responsible to 
provide feedback from time to time. The feedback aggregation 
module is responsible to aggregate feedback to have cohesive 
knowledge to make well informed decisions. The verification 
module is responsible to verify the data integrity finally and 
that will ensure that the data is intact and not modified 
illegally. In this process, the proposed model can ensure that 
the TPA has no chance to perform malicious attacks as the 
TPA cannot forge feedback and the user is involved in 
receiving feedback. The data flow is between cloud data 
owner and cloud server indirectly.  

In order to implement the scheme, the following algorithm 
is used.  

1.Start 

2.User generates audit plan and sends to Receive Server 

3.Receive server generated encrypted challenge and sends it to 

TPA 

4.At the same time Server is involved to register temporal 

events 

5.The TPA gives the challenge to cloud server 
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6.The cloud server provides proof of integrity  

7.Process proof is sent from TPA to Receive Server 

8.The Receive Server generates feedback  

9.Check time is performed by user 

10.Aggregate feedback is given by TPA to user 

11.Finally user can verify the integrity to avoid malicious  

behaviour from TPA 

 

Listing 1 – Pseudo code of the proposed system 

As can be seen in the above listing, there is sequence of 
communication among the parties involved. The parties 
involved are user, receive server, time server, third party 
auditor and cloud servers. The novelty in this procedure is that 
the third party auditor will not be able to misbehave and 
cannot make malicious attacks. The reason behind this is that 
TPA can generate feedback using process proof and returns 
the same to user. However, the feedback is not forgeable by 
TPA and thus there is no chance for him to make attacks.  

IV. EXPERIMENTAL RESULTS 

A prototype application is built using Java platform. The 
application has web interface which runs in web server. The 
application demonstrates the simulations pertaining to all the 
parties involved in the system. The simulator application 
demonstrates the third party auditing and the prevention of 
attacks from third party auditor. The proposed system is 
analyzed and experiments are made in terms of number of 
sampled blocks and TPA’s computational overhead.  

 

Figure 3 – Performance comparison of TPA’s 
computational overhead 

As shown in Figure 3, it is evident that there is 
performance comparison of the proposed solution to prior 
solutions in terms of number of sampled blocks and the TPA’s 
computation overhead. The results revealed that as the number 
of sampled blocks is increased, the TPA’s computational 

overhead is steadily increased. However, it is less in the 
proposed scheme when compared with the prior schemes.  

 

Figure 4 – Performance comparison of user’s 
computational overhead 

As shown in Figure 4, it is evident that there is 
performance comparison of the proposed solution to prior 
solutions in terms of number of sampled blocks and the user’s 
computation overhead. The results revealed that as the number 
of sampled blocks is increased, the user’s computational 
overhead is steadily increased. However, it is less in the 
proposed scheme when compared with one of the prior 
schemes.  

 

Figure 5 – Performance comparison of TPA’s 
computational overhead 

As shown in Figure 5, it is evident that there is 
performance comparison of the proposed solution to prior 
solutions in terms of length of audit plan and the TPA’s 
computation overhead. The results revealed that as the length 
of the audit plan is increased, the TPA’s computational 
overhead is steadily increased. However, it is less in the 
proposed scheme when compared with the prior schemes.  
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Figure 6 – Performance comparison of user’s 
computational overhead 

As shown in Figure 4, it is evident that there is 
performance comparison of the proposed solution to prior 
solutions in terms of length of audit plan and the user’s 
computation overhead. The results revealed that as the length 
of the audit plan is increased, the user’s computational 
overhead is steadily increased. However, it is less in the 
proposed scheme when compared with one of the prior 
schemes.  

V. CONCLUSION AND FUTURE WORK 

In this paper we studied the problem of third party auditing 
and the possible attacks made by third party auditors with 
malicious intentions. This is pertaining to cloud computing 
where cloud users outsource their data to cloud and they are 
concerned about its security or integrity. Towards this end 
many solutions came into existence. The most widely used 
solution is the third party auditing where the public users are 
served by a third party auditor for data integrity. However, 
there might be situations, may be rare, in which TPAs might 
have malicious intentions and make attacks. Towards this end, 
recently, Huang et al. [25] proposed a scheme that prevents 
TPA from forging the feedback given to users. The feedback – 
based scheme enables users to verify the integrity of data 
though the TPAs are involved in the process. The TPA will 
not be able to launch attacks since the proposed scheme does 
not give a chance to TPA. In this paper, this concept is 
practically implemented using a prototype application that 
demonstrates the proof of concept. The empirical results are 
encouraging.  
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